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SAFETY POLICY 

  

  
  

  

    
Background/rationale   
New technologies have become integral to the lives of children and young people in today’s society, both within  
schools and in their lives outside school.    
  
The internet and other digital and information technologies are powerful tools, which open up new opportunities  
for everyone. Electronic communicatio n helps teachers and  pupils   learn from each other. These technologies can  
stimulate discussion, promote cre ativity and increase awareness of context to promote effective learning.    
  
Children and young people should have an entitlement to safe internet access at all times.    
  
The use of these exciting and innovative tools in school and at home has been shown to r aise educational  
standards and promote pu pil/ student achievement.    
  
The Risks   
•   Access to illegal, harmful or inappropriate images or other content   
•   Unauthorised   ac cess to/loss of/sharing of  personal information   
•   The risk of being subject to grooming by  those with whom they make contact on the internet.    
•   The sharing/ distribution of personal images without an individual’s consent or knowledge   
•   Inappropriate communication/ contact with others, including strangers   
•   Cyber - bullying    
•   Access to unsuitable v ideo/ internet games   
•   An inability to evaluate the quality, accuracy and relevance of information on the internet   
•   Plagiarism and copyright infringement   
•   Illegal downloading of music or video files   
•   The potential for excessive use which may impact on th e social and emotional development and learning of  

the young person.   
  
  

2   



It is essential that this e-safety policy is used in conjunction with other school policies (e.g. behaviour, 
antibullying and child protection policies).  
  
The school will monitor the impact of the policy using:   
• Logs of reported incidents  
• SWGfL monitoring logs of internet activity (including sites visited)  
• Internal monitoring data for network activity  
• Surveys / questionnaires of   
• students   
• parents / carers   

  
  

Policy Statements  
• Teachers will  plan e-safety lessons as part of  ICT / PHSE / other lessons and should be regularly revisited 

– this will cover both the use of ICT and new technologies in school and outside school  
• Key e-safety messages should be reinforced as part of a planned programme of assemblies and regular 

lessons, including during anti-bullying week  
• Pupils should be taught in all lessons to be critically aware of the materials/content they access on-line and 

be guided to validate the accuracy of information, at both at home and in school.  
  
Scope of the Policy  
This policy applies to all members of the school community (including staff, pupils, volunteers, parents/carers, 
visitors, community users)  who have access to and are users of school ICT systems, both in and out of school. 
The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies and 
will, where known, inform parents/carers of incidents of inappropriate e-safety behaviour that take place out 
of school.  
  

    Roles and Responsibilities  
    The Headteacher is responsible for ensuring the safety (including e-safety) of members of the school 

community, though the day to day responsibility for e-safety will be delegated to the Safeguarding officer, the 
ICT co–ordinator and the ICT technician.  
Any e-safety issues must be reported to the Safeguarding officer and appropriate action should be taken, this 
should be logged by the ICT technician into the e-safety (inc blogging and Google Drive) Log with the following 
information:  
  

Date  Incident (including 
details, who it concerns,  
IP address if available)  

Logged by  Actions  

        

        
  

The ICT Technician and ICT Co-ordinator are responsible for ensuring:   
• that the school’s ICT infrastructure is secure and is not open to misuse or malicious attack  
• that the school meets the e-safety technical requirements outlined in the SWGfL Security Policy and 

Acceptable Usage Policy and any relevant Local Authority E-Safety Policy and guidance  
• that users may only access the school’s networks through a properly enforced password protection 

policy, in which passwords are regularly changed  
  



  
  
  
  
Teaching and Support Staff are 
responsible for ensuring that:  
• they have an up to date awareness of e-safety matters and of the current school e-safety policy and 

practices (The ICT co–ordinator will attend e-safety training and use staff meetings to pass on this 
information.)  

• they have read, understood and signed the school Staff Acceptable Use Policy (AUP)  
• they report any suspected misuse or problem to the Safeguarding officer, ICT co-ordinator and 

technician   
• digital communications with pupils (email/blog/Google Drive) should be on a professional level and only 

carried out using official school systems   
• e-safety issues are embedded in all aspects of the curriculum and other school activities   
• pupils understand and follow the school e-safety and acceptable use policy  
• Deliver regular e-safety lessons.  
  
In addition to this staff must ensure that they:   
• At all times take care to ensure the safe keeping of personal data, minimising the risk of its loss or 

misuse.  
• Use personal data only on secure password protected computers and other devices, ensuring that they 

are properly “logged-off” at the end of any session in which they are using personal data.  
  

Pupils:  
• are responsible for using the school ICT systems, at home and school. in accordance with the Pupil 

Acceptable Use Policy, which they will be expected to sign before being given access to school systems.    

Parents/Carers   
Parents/Carers play a crucial role in ensuring that their children understand the need to use the 
internet/mobile devices in an appropriate way. Research shows that many parents and carers do not fully 
understand the issues and are less experienced in the use of ICT than their children. The school will therefore 
take every opportunity to help parents understand these issues through parents’ evenings, newsletters, letters 
and the school website. Parents must also endorse (by signature) the Pupil Acceptable Use Policy.  
  

Use of digital and video images - Photographic, Video  
• When using digital images, staff should inform and educate pupils about the risks associated with the taking, 

use, sharing, publication and distribution of images. In particular they should recognise the risks attached to 
publishing their own images on the internet e.g. on social networking sites.  

• Staff are allowed to take and use digital / video images to support educational aims, but must follow school 
policies concerning the sharing, distribution and publication of those images. Those  images should only be 
taken on school equipment, the personal equipment of staff should not be used for such purposes. When 
sharing online videos – staff will use safeshare.tv.  

  
In addition to this all parents of children in the school must sign to agree that their children either may or may 
not be photographed and appear on the school website or in local newspapers.  
  

Use of mobile telephones  
• Pupils may bring mobile telephones to school but should leave them at the office for the duration of the day;  



• Staff may bring mobile telephones to school but must use them in the staff room during the school hours 
and turn them off in class.   

  
Communications    
• The official school email service may be regarded as safe and secure and is monitored.   
• Users must immediately report, to the ICT technician – in accordance with the school policy, the receipt of 

any email that makes them feel uncomfortable, is offensive, threatening or bullying in nature and must not 
respond to any such email.   

• Any digital communication between staff and pupils or parents/carers (email) must be professional in tone 
and content.   

• Staff should not communicate with children out of the school environment, unless it is on an approved private 
domain that has been authorised by the ICT co ordinator and head teacher (e.g. blog/Google Drive)   

• Staff may use social networking sites at their own risk and should ensure that security settings are high and 
that professionalism is kept.  

  

Internet use  
See the ICT acceptable use policy for staff  
• Pupils should be aware of the protocol if an in appropriate image appears on their screen- if they are using a 

laptop/minibook: put the lid down.  If they are using a desktop they should minimise their screen and calmly 
raise the attention of the teacher.  It is then the teachers responsibility to take the details of this issue 
and inform the ICT technician.  

• Staff should educate children about the dangers on the internet and:  
! Staying safe by keeping personal information and not disclosing details on the internet;  
! Being aware of who they are talking to online (especially in chat rooms, online gaming and social 

networking) and never meeting a stranger;  
! Checking with an adult before downloading anything to their computer; ! Telling somebody if they are 

concerned about anything, online or offline.  
  
  


